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Equal Opportunity Policy
Employees deserve to work in an environment where they are treated with dignity and respect. 
Gainwell is committed to creating such an environment because it brings out the full potential in 
each of us, which, in turn, contributes directly to our business success. We cannot afford to let 
anyone’s talents go to waste. Gainwell is an equal employment opportunity employer and is 
committed to providing a workplace that is free of forms of unlawful harassment, discrimination, 
and retaliation by supervisors, managers, co-workers, or third parties.
If you feel you have witnessed or been subjected to unlawful harassment, discrimination, or 
retaliation, report it to your manager or to Human Resources. You may also report it 
anonymously through the Gainwell Hotline at www.gainwelltechnologies.ethicspoint.com or by 
calling 833.331.1349.
Gainwell employees are also expected to support an inclusive workplace by adhering to the 
following conduct standards:

Treat others with dignity and respect at all times.

Address and report inappropriate behavior and comments that are discriminatory, harassing, 
abusive, offensive, or unwelcome.

Foster teamwork and employee participation, encouraging the representation of different 
employee perspectives.

Seek out insights from employees with different experiences, perspectives, and 
backgrounds. Avoid slang or idioms that might not translate across cultures.

Support flexible work arrangements for co-workers with different needs, abilities and/or 
obligations. Confront the decisions or behaviors of others that are based on conscious or 
unconscious biases.

Be open-minded and listen when given constructive feedback regarding others' perception of 
your conduct.

Gainwell will not tolerate unlawful harassment, discrimination, retaliation, behavior, or language 
that is abusive, offensive, or unwelcome. 
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Licensure and Certification Documents

FAIR CREDIT REPORTING ACT ADDENDUM
TO ATTACHMENT E MASTER TERMS AND CONDITIONS

1. Fair Credit Reporting Act (“FCRA”) Obligations. The Department certifies that when using 
Contract Services that constitute a Consumer Report as defined by FCRA (the “FCRA 
Contract Services”), it will comply with all applicable provisions of FCRA (15 U.S.C. § 1681 
et seq.) and all other applicable federal, state, and local legislation, regulations, and rules. 
In addition, the Department certifies it has a permissible purpose under the FCRA for 
obtaining a Consumer Report and will re-certify such permissible purpose to Contractor 
upon request. The Department acknowledges that Contractor has provided the “Notice to 
Users of Consumer Reports”, attached hereto as Attachment 1, which informs users of 
consumer reports of their legal obligations under the FCRA.

ATTACHMENT 1 TO
FAIR CREDIT REPORTING ACT ADDENDUM

All users of consumer reports must comply with all applicable regulations.  Information 
about applicable regulations currently in effect can be found at the Consumer Financial 
Protection Bureau’s website, www.consumerfinance.gov/learnmore. 

NOTICE TO USERS OF CONSUMER REPORTS:
OBLIGATIONS OF USERS UNDER THE FCRA

The Fair Credit Reporting Act (“FCRA”), 15 U.S.C. § 1681-1681y, requires that this notice be 
provided to inform users of consumer reports of their legal obligations. State law may impose 
additional requirements. The text of the FCRA is set forth in full at the Consumer Financial 
Protection Bureau’s (“CFPB”) website at www.consumelfinance.gov/learnmore. Other 
information about user duties is also available at the CFPB’s website. Users must consult the 
relevant provisions of the FCRA for details about their obligations under the FCRA. 

The first section of this summary sets forth the responsibilities imposed by the FCRA on all 
users of consumer reports. The subsequent sections discuss the duties of users of reports that 
contain specific types of information, or that are used for certain purposes, and the legal 
consequences of violations. If you are a furnisher of information to a consumer reporting 
agency (“CRA”), you have additional obligations and will receive a separate notice from the 
CRA describing your duties as a furnisher.

I. OBLIGATIONS OF ALL USERS OF CONSUMER REPORTS

A. Users Must Have a Permissible Purpose

Congress has limited the use of consumer reports to protect consumers’ privacy.  All 
users must have a permissible purpose under the FCRA to obtain a consumer report.  
Section 604 contains a list of the permissible purposes under the law. These are:
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• As ordered by a court of federal grand jury subpoena. Section 604(a)(1)
• As instructed by the consumer in writing. Section 604(a)(2)
• For the extension of credit as a result of an application from a consumer, or the 

review or collection of a consumer's account. Section 604(a)(3)(A)
• For employment purposes, including hiring and promotion decisions, where the 

consumer has given written permission. Sections 604(a)(3)(8) and 604(b)
• For the underwriting of insurance as a result of an application from a consumer. 

Section 604(a)(3)(C)
• When there is a legitimate business need, in connection with a business transaction 

that is initiated by the consumer. Section 604(a)(3)(F)(i)
• To review a consumer's account to determine whether the consumer continues to 

meet the terms of the account. Section 604(a) (3)(F)(ii) 
• To determine a consumer's eligibility for a license or other benefit granted by a

governmental instrumentality required by law to consider an applicant's financial 
responsibility or status. Section 604(a)(3)(D)

• For use by a potential investor or servicer, or current insurer, in a valuation or 
assessment of the credit or prepayment risks associated with an existing credit 
obligation. Section 604(a)(3)(E)

• For use by state and local officials in connection with the determination of child 
support payments, or modifications and enforcement thereof. Sections 604(a)(4) and 
604(a)(5)

In addition, creditors and insurers may obtain certain consumer report information for the 
purpose of making “prescreened” unsolicited offers of credit or insurance. Section 604(c). 
The particular obligations of users of “prescreened” information are described in Section VII 
below.

B. Users Must Provide Certifications

Section 604(f) prohibits any person from obtaining a consumer report from a CRA unless the 
person has certified to the CRA the permissible purpose(s) for which the report is being 
obtained and certifies that the report will not be used for any other purpose.

C.   Users Must Notify Consumers when Adverse Actions Are Taken

The term “adverse action” is defined very broadly by Section 603. “Adverse actions” include 
all business, credit, and employment actions affecting consumers that can be considered to 
have a negative impact as defined by Section 603(k) of the FCRA – such as denying or 
canceling credit or Insurance or denying employment or promotion. No adverse action 
occurs in a credit transaction where the creditor makes a counteroffer that is accepted by 
the consumer.

1. Adverse Actions Based on Information Obtained From a CRA

If a user takes any type of adverse action as defined by the FCRA that is based at least
in part on information contained in a consumer report, Section 615(a) requires the user
to notify the consumer. The notification may be done in writing, orally, or by electronic
means. It must include the following:

• The name, address, and telephone number of the CRA (including a toll-free 
telephone number, if it is a nationwide CRA) that provided the report.
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• A statement that the CRA did not make the adverse decision and is not able to 
explain why the decision was made.

• A statement setting forth the consumer’s right to obtain a free disclosure of the
consumer’s file from the CRA if the consumer makes a request within 60 days.

• A statement setting forth the consumer’s right to dispute directly with the CRA the
accuracy or completeness of any information provided by the CRA.

2. Adverse Actions Based on Information Obtained From Third Parties Who Are Not 
Consumer Reporting Agencies

If a person denies (or increases the charge for) credit for personal, family, or household
purposes based either wholly or partly upon information from a person other than a
CRA, and the information is the type of consumer information covered by the FCRA,
Section 615(b)(1) requires that the user clearly and accurately disclose to the consumer
his or her right to be told the nature of the information that was relied upon if the
consumer makes a written request within 60 days of notification. The user must provide
the disclosure within a reasonable period of time following the consumer’s written
request.

3. Adverse Actions Based on Information Obtained From Affiliates

If a person takes an adverse action involving insurance, employment, or a credit
transaction initiated by the consumer, based on information of the type covered by the
FCRA, and this information was obtained from an entity affiliated with the user of the
information by common ownership or control, Section 615(b)(2) requires the user to
notify the consumer of the adverse action. The notice must inform the consumer that he
or she may obtain a disclosure of the nature of the information relied upon by making a
written request within 60 days of receiving the adverse action notice. If the consumer
makes such a request, the user must disclose the nature of the information not later than 
30 days after receiving the request.  If consumer report information is shared among 
affiliates and then used for an adverse action, the user must make an adverse action 
disclosure as set forth in I.C.1 above. 

D. Users Have Obligations When Fraud and Active-Duty Military Alerts are in Files

When a consumer has placed a fraud alert, including one relating to identity theft, or an
active-duty military alert with a nationwide consumer reporting agency as defined in Section 
603(p) and resellers, Section 605A(h) imposes limitations on users of reports obtained from 
the consumer reporting agency in certain circumstances, including the establishment of a 
new credit plan and the issuance of additional credit cards. For initial fraud alerts and 
active-duty alerts, the user must have reasonable policies and procedures in place to form a 
belief that the user knows the identity of the applicant or contact the consumer at a 
telephone number specified by the consumer; in the case of extended fraud alerts, the user 
must contact the consumer in accordance with the contact information provided in the 
consumer’s alert.

E.  Users Have Obligations When Notified of an Address Discrepancy

Section 605(h) requires nationwide CRAs, as defined in Section 603(p), to notify users that 
request reports when the address for a consumer provided by the user in requesting the 
report is substantially different from the addresses in the consumer’s file.  When this occurs, 
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users must comply with regulations specifying the procedures to be followed. Federal 
regulations are available at www.consumerfinance.gov/learnmore. 

F. Users Have Obligations When Disposing of Records

Section 628 requires that all users of consumer report information have in place procedures 
to properly dispose of records containing this information. Federal regulations have been 
issued that cover disposal.

II. CREDITORS MUST MAKE ADDITIONAL DISCLOSURES

If a person uses a consumer report in connection with an application for, or a grant,
extension, or provision of, credit to a consumer on material terms that are materially less 
favorable than the most favorable terms available to a substantial proportion of consumers 
from or through that person, based in whole or in part on a consumer report, the person 
must provide a risk-based pricing notice to the consumer in accordance with regulations 
prescribed by the CFPB.

Section 609(g) requires a disclosure by all persons that make or arrange loans secured by 
residential real property (one to four units) and that use credit scores. These persons must 
provide credit scores and other information about credit scores to applicants, including the 
disclosure set forth in Section 609(g)(1)(D) (“Notice to the Home Loan Applicant”). 

III. OBLIGATIONS OF USERS WHEN CONSUMER REPORTS ARE OBTAINED FOR
EMPLOYMENT PURPOSES

A. Employment Other Than in the Trucking Industry

If the information from a CRA is used for employment purposes, the user has specific duties, 
which are set forth in Section 604(b) of the FCRA. The user must:

•   Make a clear and conspicuous written disclosure to the consumer before the report is
obtained, in a document that consists solely of the disclosure, that a consumer report
may be obtained.

•  Obtain from the consumer prior written authorization. Authorization to access reports
during the term of employment may be obtained at the time of employment.

•  Certify to the CRA that the above steps have been followed, that the information being
obtained will not be used in violation of any federal or state equal opportunity law or
regulation, and that, if any adverse action is to be taken based on the consumer report, a 
copy of the report and a summary of the consumer’s rights will be provided to the
consumer.

•  Before taking an adverse action, the user must provide a copy of the report to the
consumer as well as the summary of consumer’s rights (The user should receive this
summary from the CRA.) A Section 615(a) adverse action notice should be sent after the 
adverse action is taken.

An adverse action notice also is required in employment situations if credit information
(other than transactions and experience data) obtained from an affiliate is used to deny
employment. Section 615(b)(2).
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The procedures for investigative consumer reports and employee misconduct investigations 
are set forth below. 

B. Employment in the Trucking Industry

Special rules apply for truck drivers where the only interaction between the consumer and 
the potential employer is by mail, telephone, or computer. In this case, the consumer may 
provide consent orally or electronically, and an adverse action may be made orally, in 
writing, or electronically. The consumer may obtain a copy of any report relied upon by the 
trucking company by contacting the company.

IV. OBLIGATIONS WHEN INVESTIGATIVE CONSUMER REPORTS ARE USED

Investigative consumer reports are a special type of consumer report in which information 
about a consumer’s character, general reputation, personal characteristics, and mode of 
living is obtained through personal interviews by an entity or person that is a consumer 
reporting agency.  Consumers who are the subjects of such reports are given special rights 
under the FCRA. If a user intends to obtain an investigative consumer report, Section 606 
requires the following:

•  The user must disclose to the consumer that an investigative consumer report may be 
obtained. This must be done in a written disclosure that is mailed, or otherwise 
delivered, to the consumer at some time before or not later than three days after the 
date on which the report was first requested. The disclosure must include a statement 
informing the consumer of his or her right to request additional disclosures of the nature 
and scope of the investigation as described below, and the summary of consumer rights 
required by Section 609 of the FCRA.  (The summary of consumer rights will be 
provided by the CRA that conducts the investigation.)

•  The user must certify to the CRA that the disclosures set forth above have been made 
and that the user will make the disclosure described below.

•  Upon the written request of a consumer made within a reasonable period of time after 
the disclosures required above, the user must make a complete disclosure of the nature 
and scope of the investigation. This must be made in a written statement that is mailed 
or otherwise delivered, to the consumer no later than five days after the date on which 
the request was received from the consumer or the report was first requested, whichever 
is later in time.

V.  SPECIAL PROCEDURES FOR EMPLOYEE INVESTIGATIONS

Section 603(x) provides special procedures for investigations of suspected misconduct by 
an employee or for compliance with Federal, state, or local laws and regulations or the rules 
of a self-regulatory organization, and compliance with written policies of the employer. 
These investigations are not treated as consumer reports so long as the employer or its 
agent complies with the procedures set forth in Section 603(x), and a summary describing 
the nature and scope of the inquiry is made to the employee if an adverse action is taken 
based on the investigation.

VI. OBLIGATIONS OF USERS OF MEDICAL INFORMATION

Section 604(g) limits the use of medical information obtained from consumer reporting
agencies (other than payment information that appears in a coded form that does not
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identify the medical provider). If the information is to be used for an insurance transaction, 
the consumer must give consent to the user of the report, or the information must be coded. 
If the report is to be used for employment purposes – or in connection with a credit 
transaction (except as provided in federal regulations) – the consumer must provide specific 
written consent and the medical information must be relevant.

Any user who receives medical information shall not disclose the information to any other 
person (except where necessary to carry out the purpose for which the information was 
disclosed, or a permitted by statute, regulation, or order).

VII. OBLIGATIONS OF USERS OF “PRESCREENED” LISTS

The FCRA permits creditors and insurers to obtain limited consumer report information for 
use in connection with unsolicited offers of credit or insurance under certain circumstances. 
Sections 603(1), 604(c), 604(e), and 615(d). This practice is known as “prescreening” and 
typically involves obtaining from a CRA a list of consumers who meet certain pre-established 
criteria. If any person intends to use prescreened lists, that person must (1) before the offer 
is made, establish the criteria that will be relied upon to make the offer and grant credit or 
insurance, and (2) maintain such criteria on file for a three-year period beginning on the date 
on which the offer is made to each consumer.

In addition, any user must provide with each written solicitation a clear and conspicuous
statement that:

•  Information contained in a consumer’s CRA file was used in connection with the
transaction.

•  The consumer received the offer because he or she satisfied the criteria for credit 
worthiness or insurability used to screen for the offer.

•  Credit or insurance may not be extended if, after the consumer responds, it is
determined that the consumer does not meet the criteria used for screening or any 
applicable criteria bearing on credit worthiness or insurability, or the consumer does not 
furnish required collateral.

• The consumer may prohibit the use of information in his or her file in connection with 
future prescreened offers of credit or insurance by contacting the notification system 
established by the CRA that provided the report. The statement must include the 
address and toll-free telephone number of the appropriate notification system.

In addition, the CFPB has established the format, type size, and manner of the disclosure 
required by Section 615(d), with which users must comply. The regulation is 12 CFR 
1022.54.

VIII. OBLIGATIONS OF RESELLERS

A. Disclosure and Certification Requirements

Section 607(e) requires any person who obtains a consumer report for resale to take the 
following steps:

•  Disclose the identity of the end-user to the source CRA.
•  Identify to the source CRA each permissible purpose for which the report will be

furnished to the end-user.
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•  Establish and follow reasonable procedures to ensure that reports are resold only for 
permissible purposes, including procedures to obtain:
(1) the identity of all end-users.
(2) certifications from all users of each purpose for which reports will be used; and
(3) certifications that reports will not be used for any purpose other than the purpose(s) 
specified to the reseller. Resellers must make reasonable efforts to verify this 
information before selling the report.

B. Reinvestigations by Resellers

Under Section 611(f), if a consumer disputes the accuracy or completeness of information in 
a report prepared by a reseller, the reseller must determine whether this is a result of an
action or omission on its part and, if so, correct or delete the information. If not, the reseller 
must send the dispute to the source CRA for reinvestigation. When any CRA notifies the 
reseller of the results of an investigation, the reseller must immediately convey the 
information to the consumer.

C. Fraud Alerts and Resellers
Section 605A(f) requires resellers who receive fraud alerts or active-duty alerts from another 
consumer reporting agency to include these in their reports.

IX. LIABILITY FOR VIOLATIONS OF THE FCRA

Failure to comply with the FCRA can result in state government or federal government
enforcement actions, as well as private lawsuits. Sections 616, 617, and 621. In addition, 
any person who knowingly and willfully obtains a consumer report under false pretenses 
may face criminal prosecution. Section 619.

The CFPB’s website, www.consumerfinance.gov/learnmore, has more information about the 
FCRA, including publications for businesses and the full text of the FCRA.
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Financial Institutions
Our team, comprised of both Gainwell and our subcontractor, Accuity Asset Verification 
Services, Inc (Accuity), has one of the largest, most-diverse networks of Financial Institutions 
(FIs) in the market today, both in Arkansas and across the nation, including U.S. possessions 
and territories. There are 9,971 FIs and more than 101,000 U.S. bank locations already 
participating in Accuity’s network for Asset Verification Services (AVS). For Arkansas’ AVS 
project, Accuity will continue to achieve maximum participation by FIs in Arkansas and its border 
states as well as throughout the United States through each segment of the depository FI 
community. The list of FIs currently within our network is included on the following pages.  
Accuity’s FI network-management plan provides the components and methods used to fulfill this 
task. The plan has its basis in Accuity’s long-standing relationships with the banking industry as 
the Registrar of American Bankers Association (ABA) routing numbers.  
Since 1911, Accuity has held the role of Official Registrar of the ABA routing and transit codes 
within the U.S. banking system. In this role, the company acts as the issuing body for the ABA 
routing codes for FIs. As a result, U.S. domiciled banks, savings and loans, credit unions, and 
deposit taking FIs must provide information to Accuity regarding structural changes in the 
banking system within the United States. Such changes include mergers, acquisitions, new 
bank charters, new locations, and closed locations. Accuity has successfully leveraged this 
unique role to provide a secure network for the direct conveyance of sensitive financial account 
information between the FI community and the government agencies. Among its hundreds of 
employees, Accuity has a team of more than 75 Data professionals who communicate with the 
banking market on a daily basis to update information critical to those operating in the FI 
community. Accuity averages up to 5,000 updates to the FI Database it maintains for more than 
101,000 U.S. bank locations.
Accuity will notify FIs already participating in its FI network that DHS has contracted with it 
(through HMS) to conduct asset-verification searches. Upon their initial enrollment in the Accuity 
network for AVS, these FIs agreed to participate in services for additional states. Accuity 
anticipates that FIs currently in its network will participate in the DHS’ AVS project. Accuity 
personnel will inform these FIs that Accuity will begin to process asset-verification requests for 
Arkansas based on the work plan we will establish with DHS.
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CMS Asset Verification Program Experience
Our team leads the industry in providing Asset Verification Services (AVS) solutions to federal, 
state, and Medicaid agency clients. HMS has been providing AVS to state and Medicaid 
agencies since 2012. Our subcontractor, Accuity, has been a leader in AVS for more than 20
years.  
Together, HMS and Accuity have combined to provide a robust automated asset verification 
solution that meets Centers for Medicare & Medicaid Services (CMS) and National Institiute of
Standards and Technology (NIST) requirements including Section 1940 of the Social Security 
Act (42 U.S.C §1396w). As the incumbent, we have implemented the asset verification solution 
for the Arkansas Department of Human Services with Accuity. HMS and Accuity have 
implemented AVS for the State of South Carolina Department of Health and Human Services. In 
addition, Accuity AVS software is operational in 46 Medicaid Agencies and Washington, DC. 
We take the security and privacy of our State-agency client’s information serious which is why 
we make certain to adhere to local, state, and federal laws and regulations relating to privacy
and data security, which includes the Health Insurance Portability and Accountability Act 
(HIPAA) of 1996, as well as those laws regulating the Protection of Personally Identifiable 
Information (PII), and Protected Health Information (PHI).













Requirem
ent 

Num
ber

Requirem
ent 

Group
Requirem

ent Subgroup
Requirem

ent
Com

m
ents

M
eets 

Requirem
ents

Describe How
 Requirem

ents M
et

1
Application 
Hosting
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Interfaces and Batch O
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2
Application 
Hosting

Batch – Job Control and Scheduling 
Any technology vendor, application or solution shall define job 
scheduling requirem
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3

Application 
Hosting
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Any technology vendor, application or solution shall m

aintain a 
m

aster job schedule and execute all batch jobs for the DHS 
Enterprise Program

 (e.g. any jobs provided by any vendor 
w

orking on/w
ith the DHS Enterprise Platform

)
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Application 
Hosting

Disaster Recovery
Any technology vendor, application or solution shall develop 
action plans to address any issues arising from
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testing.
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Hosting

Infrastructure Security
Any technology vendor, application or solution using cloud 
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ithin the continental US. All servers 
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Infrastructure Security
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data at rest including backups using DHS and regulatory bodies 
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S, FNS, etc.) standards regardless of storage m
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Storage M
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ent Services
Any technology vendor, application or solution  w
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backup and restoration services in accordance w
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anner.

19
Application 
Hosting

Storage M
anagem

ent Services
Any technology vendor, application or solution shall regularly 
test recovery procedures and practices to dem

onstrate 
recoverability and verify that actual practices are in concert w

ith 
procedures and report results, as w

ell as m
eet business 

requirem
ents

20
Application 
Hosting

Storage M
anagem

ent Services
Any technology vendor, application or solution shall m

onitor and 
dem

onstrate com
pliance w

ith Arkansas Records Retention 
Schedule.  

21
Application 
Hosting

System
 M

onitoring
Any technology vendor, application or solution shall m

anage and 
m

aintain m
onitoring procedures and standards for 

system
/solution/infrastructure including, but not lim

ited to:
a. M

onitoring of buffers, database buffers, table space 
fragm

entation, database space, for unusual grow
th and propose 

a solution in case of alert
b. M

onitoring of system
 logs, update error, database corruption, 

jobs execution failures etc. and propose solution in case of an 
alert
c. M

onitoring of alert notification interface (e.g., Sim
ple M

ail 
Transfer Protocol (SM

TP), send m
ail), and propose a solution in 

case of an alert
d. M

onitoring of transaction and trace logs, netw
ork event logs 

and traces, garbage collector, m
em

ory and CPU utilization, 
indexes, etc., and propose a solution in case of an alert
e. M

onitoring of m
iddlew

are (e.g., w
orkflow

s, in- and out-bound 
queues) and report to DHS according to agreed procedure
f. M

onitoring and reporting of end-to-end transaction response 
tim

e to allow
 m

easurem
ents against SLAs

g. M
onitoring of interfaces

h. M
onitoring of batch jobs and job scheduling

22
Application 
Hosting

System
 M

onitoring
Any technology vendor, application or solution shall m

onitor 
infrastructure for availability as w

ell as transaction and response 
tim

e perform
ance.

23
Application 
Hosting

System
 M

onitoring
Any technology vendor, application or solution shall provide 
regular m

onitoring reports of infrastructure perform
ance, 

utilization and efficiency (e.g., proactive system
 m

onitoring)
24

Application 
M

&
O

 Services
Disaster Recovery

Any technology vendor, application or solution shall identify and 
m

ake available appropriate resources to support DHS' disaster 
recovery planning, testing and execution.
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25
Application 
M

&
O

 Services
Security Adm

inistration 
Any technology vendor, application or solution shall provide 
docum

ented procedures for security m
onitoring and log 

m
anagem

ent functions, and use w
rite-once technology or other 

secure approaches for storing audit trails and security logs.

26
Data 
Governance

M
aster Data M

anagem
ent

Any technology vendor, application or solution shall provide data 
dictionary, data m

odels, data flow
 m

odels, process m
odels and 

other related planning and design docum
ents to DHS.

27
General System

 
Behavior

Audit_&
_Com

pliance
 Any technology vendor, application or solution shall m

aintain a 
record (e.g. audit trail) of all additions, changes and deletions 
m

ade to data in the applicable system
 or solution.  In addition, a 

log of query or view
 access to certain type of records and/or 

screens w
ill be m

aintained for investigative purposes. This 
should be readily searchable by user ID or client ID.  This m

ust 
include, but is not lim

ited to:
a. The user ID of the person w

ho m
ade the change

b. The date and tim
e of the change

c. The physical, softw
are/hardw

are and netw
ork location (IP 

address) of the person w
hile m

aking the change
d. The inform

ation that w
as changed

e. The outcom
e of the event

f. The data before and after it w
as changed, and w

hich screens 
w

ere accessed and used
28

General System
 

Behavior
Audit_&

_Com
pliance

Any technology vendor, application or solution shall prevent 
m

odifications to the audit records.

29
General System

 
Behavior

Audit_&
_Com

pliance
 Any technology vendor, application or solution m

ust have the 
ability to capture electronic signatures on all docum

ents, form
s, 

letters, and correspondences. 
30

General System
 

Behavior
Audit_&

_Com
pliance

Any technology vendor, application or solution shall be able to 
detect security-relevant events (as defined in NIST 800-53 
m

oderate baseline, rev 4) that it m
ediates and generate audit 

records for them
. At a m

inim
um

 the events w
ill include, but not 

be lim
ited to: 

a. Start/stop
b. User login/logout
c. Session tim

eout
d. Account lockout
e. Client record created/view

ed/updated/deleted
f. Scheduling
g. Q

uery
h. O

rder
i. Node-authentication failure
j. Signature created/validated
k. Personally Identifiable Inform

ation (PII) export
l. PII im

port
m

. Security adm
inistration events

n. Backup and restore
o. Audit Event Types listed in IRS 1075

31
General System

 
Behavior

Interoperability-Interfaces
Any technology vendor, application or solution interfaces w

ill 
secure and protect (encrypt) the data and the associated 
infrastructure from

 a confidentiality, integrity and availability 
perspective.
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32
General System

 
Behavior

Interoperability-Interfaces
Any technology vendor, application or solution shall 
develop/integrate services using standardized W

eb Services 
form

ats.
33

General System
 

Behavior
Interoperability-Interfaces

Any technology vendor, application or solution shall provide the 
ability to publish services and related data to be used by 
different types and classes of service consum

ers.
34

General System
 

Behavior
Interoperability-Interfaces

Any technology vendor, application or solution shall provide the 
capabilities for a Real-Tim

e (or near real-tim
e) Integrated 

Enterprise w
here com

m
on data elem

ents about the custom
ers 

served (e.g., clients) and services rendered are easily shared 
across organizational units w

ith appropriate adherence to State 
and Federal security and privacy restrictions.

35
General System

 
Behavior

Interoperability-Interfaces
Any technology vendor, application or solution shall have the 
capability to im

plem
ent synchronous and asynchronous program

-
to-program

 com
m

unication, m
oving m

essages betw
een service 

oriented architecture (SO
A) service consum

er m
odules and 

service provider m
odules at runtim

e.  
36

General System
 

Behavior
Interoperability-Interfaces

Any technology vendor, application or solution shall have 
m

essage and data form
ats that w

ill be based on logical 
representations of business objects rather than native 
application data structures. 

37
General System

 
Behavior

Interoperability-Interfaces
Any technology vendor, application or solution shall avoid point-
to-point integrations. Application integration, both internal and 
external, w

ill go through the DHS Enterprise Service Bus/Data 
Integration Hub.

38
General System

 
Behavior

Interoperability-Interfaces
Any technology vendor, application or solution W

SDLs developed 
for Arkansas w

ill conform
 to the W

3C standards for restful API 
developm

ent.
39

General System
 

Behavior
Interoperability-Interfaces

Any technology vendor, application or solution  design  w
ill allow

 
for the solution to continue to operate despite failure or 
unavailability of one or m

ore individual technology solution 
com

ponents.
40

General System
 

Behavior
Interoperability-Interfaces

Any technology vendor, application or solution shall have the 
ability to use standards-based com

m
unication protocols, such as 

TCP/IP, HTTP, HTTP/S and SM
TP. Protocol bridging: The ability to 

convert betw
een the protocol native to the m

essaging platform
 

and other protocols, such as Rem
ote M

ethod Invocation (RM
I), 

IIO
P and .NET rem

oting.
41

General System
 

Behavior
Interoperability-Interfaces

Any technology vendor, application or solution w
ill have the 

capability to w
ork w

ith security policy m
anager for W

eb services 
that allow

s for centrally defined security policies that govern 
W

eb services operations (such as access policy, logging policy, 
and load balancing).

42
General System

 
Behavior

Interoperability-Interfaces
Any technology vendor, application or solution shall have the 
capability to integrate w

ith M
aster Data M

anagem
ent (M

DM
) 

technology for Enterprise M
aster Client Index (EM

CI) 
im

plem
ented  as part of the "State Hub" in a centralized or 

registry style im
plem

entation.
43

General System
 

Behavior
Interoperability-Interfaces

Any technology vendor, application or solution shall be 
responsive and w

ill autom
atically be sized for an optim

um
 view

 
to the display dim

ensions of PC, Tablet or M
obile phone.
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44
General System

 
Behavior

Interoperability-Interfaces
Any technology vendor, application or solution com

ponents w
ill 

be com
m

itted to an advanced approach to interoperability using 
w

eb services and Service O
riented Architecture (SO

A) aligned 
w

ith DHS Enterprise Architecture Standards and industry 
standards and vision for interoperability.

45
General System

 
Behavior

Perf. and Avail.
Any technology vendor, application or solution m

ust be 
architected to support replication of the virtual m

achines to a 
secondary site.

46
General System

 
Behavior

Perf. and Avail.
Any technology vendor, application or solution m

ust be designed 
so all releases can be perform

ed betw
een 7pm

 and 6am
 except 

critical releases 
47

General System
 

Behavior
Perf. and Avail.

Any technology vendor, application or solution shall leverage 
virtualization to expedite disaster recovery.  Virtualization 
enables system

 ow
ners to quickly reconfigure system

 platform
s 

w
ithout having to acquire additional hardw

are.
48

General System
 

Behavior
Perf. and Avail.

Any technology vendor, application or solution w
ill provide the 

ability to perform
 archival/increm

ental backups and the ability to 
perform

 open/closed database backups.
49

General System
 

Behavior
Perf. and Avail.

Any technology vendor, application or solution w
ill provide at 

least one (1) production and one (1) non-production 
environm

ent.  Highly available solutions that m
itigate single 

points of failure are recom
m

ended and encouraged.  
50

General System
 

Behavior
Regulatory_&

_Security
Any technology vendor, application or solution shall allow

 for 
different roles for Users including O

perators, Adm
inistrators, 

M
anagers etc.

51
General System

 
Behavior

Regulatory_&
_Security

Any technology vendor, application or solution shall, at a 
m

inim
um

, provide a m
echanism

 to com
ply w

ith security 
requirem

ents and safeguard requirem
ents of the follow

ing 
Federal agencies / entities: 
a. Health &

 Hum
an Services (HHS) Centers for M

edicare &
 

M
edicaid Services (CM

S)
b. Guidance from

 CM
S including M

ITA Fram
ew

ork 3.0 and 
Harm

onized Security and Privacy Fram
ew

ork
c. Adm

inistration for Children &
 Fam

ilies (ACF)
d. Dept. of Agriculture Food and Nutrition Services
e. NIST 800-53 r4, M

ARS-E and DO
D 8500.2

f. IRS pub 1075, w
hich points back to NIST 800-53 rev 3

g. Federal Inform
ation Security M

anagem
ent Act (FISM

A) of 
2002
h. Health Insurance Portability and Accountability Act (HIPAA) of 
1996
i. Health Inform

ation Technology for Econom
ic and Clinical 

Health Act (HITECH) of 2009
j. Privacy Act of 1974
k. e-Governm

ent Act of 2002
l. Patient Protection and Affordable Care Act of 2010, Section 
1561 Recom

m
endations

m
. Section 471(a)(8) of the Social Security Act

n. Section 106(b)(2)(B)(viii) of the Child Abuse Prevention and 
Treatm

ent Act
52

General System
 

Behavior
Regulatory_&

_Security
Any technology vendor, application or solution shall adhere to 
the accessibility standard as outlined in the w

eb guidelines and 
based on the W

3C level 2 accessibility guidelines:
(http://w

w
w

.w
3.org/TR/W

CAG10/full-checklist.htm
l)
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53
General System

 
Behavior

Regulatory  &
 Usability

Any technology vendor, application or solution shall adhere to 
the AR State accessibility standards and  com

ply w
ith the 

provisions of Arkansas Code Annotated § 25-26-201 et seq., as 
am

ended by Act 308 of 2013.
54

General System
 

Behavior
Regulatory_&

_Security
Any technology vendor, application or solution com

ply w
ith the 

DHS branding standards as defined by DHS.

55
General System

 
Behavior

Regulatory_&
_Security

Any technology vendor, application or solution shall adhere to 
the principle of “Fail Safe” to ensure that a system

 in a failed 
state does not reveal any sensitive inform

ation or leave any 
access controls open for attacks

56
General System

 
Behavior

Regulatory_&
_Security

Any technology vendor, application or solution shall m
aintain a 

level of security that is com
m

ensurate w
ith the risk and 

m
agnitude of the harm

 that could result from
 the loss, m

isuse, 
disclosure, or m

odification of inform
ation

57
General System

 
Behavior

Regulatory_&
_Security

Any technology vendor, application or solution shall follow
 the 

DHS Enterprise Architecture Standards regarding identity, 
authorization and access m

anagem
ent. 

The current standards state that applications/solutions w
ill 

integrate w
ith M

icrosoft's Active Directory for internal/DHS users 
and w

ill integrate w
ith the IBM

 Cloud Identity platform
 for 

external users. M
odern authentication protocols such as SAM

L 
or O

IDC should be used and m
ulti-factor authentication w

ill be 
em

ployed w
henever deem

ed necessary by DHS or applicable 
regulatory bodies (CM

S, FNS, IRS, etc.).

58
General System

 
Behavior

Regulatory_&
_Security

Any technology vendor, application or solution shall support 
protection of confidentiality of all Protected Health Inform

ation 
(PHI) and Personally Identifiable Inform

ation (PII) delivered over 
the Internet or other know

n open netw
orks via supported 

encryption technologies needed to m
eet CM

S and NIST 
requirem

ents for encryption of PHI and PII data.

Exam
ples include:  Advanced Encryption Standard (AES) and an 

open protocol such as Transport Layer Security (TLS), Secure 
Sockets Layer (SSL), Internet Protocol Security (IPsec), XM

L 
encryptions, or Secure/M

ultipurpose Internet M
ail Extensions 

(S/M
IM

E) or their successors. All vendors, applications and 
solutions w

ill be subject to external Audit checks.

59
General System

 
Behavior

Regulatory_&
_Security

Any technology vendor, application or solution shall, w
hen 

storing PHI/PII, support the use of encryption technologies 
needed to m

eet CM
S and NIST requirem

ents for the encryption 
of PHI/PII data at rest.

60
General System

 
Behavior

Regulatory_&
_Security

Any technology vendor, application or solution, prior to 
accessing any PHI, display a State-approved configurable w

arning 
or login banner (e.g. "The System

 should only be accessed by 
authorized users"). In the event that a application or solution 
does not support pre-login capabilities, the application or 
solution w

ill display the banner im
m

ediately follow
ing 

authorization.
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61
General System

 
Behavior

Regulatory_&
_Security

Any technology vendor, application or solution shall not transm
it 

or store any Personal Health Inform
ation (PHI) or Personally 

Identifiable Inform
ation (PII) using publicly available storage over 

the Internet or any w
ireless com

m
unication device, unless: 

1) the PHI or PII is “de-identified” in accordance w
ith 45 C.F.R § 

164.514(b) (2); or 2) encrypted in accordance w
ith applicable 

law
, including the Am

erican Recovery and Reinvestm
ent Act of 

2009 and as required by policies, procedures and standards 
established by DHS

62
General System

 
Behavior

Regulatory_&
_Security

Any technology vendor, application or solution w
ill include the 

sam
e security provisions for the developm

ent, System
 test, 

Acceptance test and training environm
ent as those used in the 

production environm
ent except those provisions im

plem
ented 

specifically to protect confidential inform
ation (e.g. PHI, PII).

63
general System

 
Behavior

Regulatory_&
_Security

Any technology vendor, application or solution shall be able to 
associate perm

issions w
ith a user using one or m

ore of the 
follow

ing access controls: 
a. Role-Based Access Controls (RBAC; users are grouped by role 
and access rights assigned to these groups)
b. Context-based (role-based w

ith additional access rights 
assigned or restricted based on the context of the transaction 
such as tim

e-of-day, w
orkstation-location, em

ergency-m
ode, 

etc.)
64

General System
 

Behavior
Regulatory_&

_Security
Any technology vendor, application or solution w

ill com
ply w

ith 
accessibility requirem

ents described in 45 CFR 85 and w
ith State 

of Arkansas accessibility requirem
ents

65
General System

 
Behavior

Solution Adm
inistration

Any technology vendor, application or solution w
ill allow

 System
 

adm
inistrators to create and m

anage user roles.

66
General System

 
Behavior

Solution Adm
inistration

Any technology vendor, application or solution com
m

unications 
w

ill be protected by at least 256-bit encryption.

67
General System

 
Behavior

Solution Adm
inistration

Any technology vendor, application or solution w
ill be supported 

by public key/private key encryption Secure Socket Layer (SSL) 
certificates.

68
General System

 
Behavior

Regulatory &
 Usability

Any  application or solution w
ill use colors to enhance user 

experience and System
 usability w

hile com
plying w

ith all 
disability requirem

ents notated elsew
here in these 

requirem
ents.

69
General System

 
Behavior

User Interrace
Any technology vendor, application or solution m

ust perform
 

address validation for dem
ographic inform

ation (e.g., USPS, 
Sm

arty Streets, AR GIS, etc.). Suggest the validated new
 address 

and prom
pt user to select either user entered address or 

validated address and then save accordingly.
70

General System
 

Behavior
User Interface

Any technology vendor, application or solution m
ust perform

 
standard data validations such as  character, num

eric, date, 
currency , phone, SSN etc. 

71
General System

 
Behavior

User Interlace
Any technology vendor, application or solution m

ust have the 
ability to auto-save, prom

pt to save w
hen leaving pages in all 

m
odules.
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72
General System

 
Behavior

User Interlace
Any technology vendor, application or solution shall have the 
ability to create prom

pts for user actions. (e.g., incom
plete data 

entry of required fields, deletion of data, system
 log-off 

w
arnings).

73
General System

 
Behavior

User Interlace
Any technology vendor, application or solution shall have  the 
capability to send notifications.  Exam

ples include sending 
em

ails, text m
essages (SM

S), etc. 
74

General System
 

Behavior
W

eb based UI
Any technology vendor, application or solution providing data 
over a w

eb brow
ser interface (http, ftp, etc.) w

ill include the 
capability to encrypt the data com

m
unicated over the netw

ork 
via SSL (e.g.. HTM

L over HTTPS).
75

General System
 

Behavior
W

eb based UI
 The system

 w
ill support and m

aintain com
patibility w

ith the 
current to (N-2) version of the DHS Support O

perating System
s.  

The supported O
perating System

s are M
icrosoft W

indow
s, M

AC 
O

S, Apple IO
S and Google Android.

76
General System

 
Behavior

W
eb based UI

The system
 w

ill support and m
aintain com

patibility w
ith the 

current to (N-2) version of the DHS approved Brow
sers.  The  

supported Brow
sers are   

Chrom
e, Edge, and Safari.   This is to ensure that vendors test 

and certify their softw
are/application for current to (N-2) 

versions of these Brow
sers.

77
Technology 
Platform

 
Requirem

ents

Data Integ,Q
uality, ETL

Any technology vendor, application or solution Extract Transform
 

and Load (ETL) com
ponents w

ill provide process flow
 and user 

interface capabilities to enable business users to perform
 data-

quality-related tasks and fulfill stew
ardship functions, including:

a. Packaged processes, including steps used to perform
 com

m
on 

quality tasks (providing values for incom
plete data, resolving 

conflicts of duplicate records, specifying custom
 rules for 

m
erging records, profiling, auditing, for exam

ple)
b. User interface in w

hich quality processes and issues are 
exposed to business users, stew

ards and others
c. Functionality to m

anage the data quality issue resolution 
process through the stew

ardship w
orkflow

 (status tracking, 
escalation and m

onitoring of the issue resolution process)
d. Ability to custom

ize the user interface and w
orkflow

 of the 
resolution process
e. Ability to execute data quality resolution steps in the context 
of a process orchestrated by Business Process M

anagem
ent 

(BPM
) tools (packaged integration or other ability to w

ork w
ith 

popular BPM
 suites, for exam

ple)
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